NEAATOrAM O6 UHOOPMALIMOHHOW BE3OMNMACHOCTHU

Koraa peyb 3axoaut 06 MHdOpMaLnoHHOM 6e30nacHOCTM, 06bIYHO Mbl HaYMHAeM AyMaTb O
KOMMblOTEPAX, CETSAX, MHTEPHETE U Xakepax. Ho aAns obpasoBaTenbHON cpeabl Npobnema CTouT Wnpe:
B orpaxgeHuu y4dailerocsa ot VIH(bOpMaLl,VIVI, KOTOpasA MOXEeT HeEratTMBHO MOBJZINATb Ha €ro
dopmMMpoBaHMe U pasBUTUE, TO €CTb O NponaraHAe passIMYHON HanpaBAeHHOCTU.

MoHAaTUe nHpopMaLMOHHON 6e30NacHOCTHU

Moa MHd)OpMal_lMOHHOVI 6e30MacHOCTbI0O MOHMMAeTCS 3aLUNLLEHHOCTb VIHd)OpMaU,MOHHOVI CUCTEMDbI OT
CﬂyanIHOFO W1 npeaHaMepeHHOro BMewWwaTenibCTBa, HaHOCALWENo yu.l.ep6 Bnagenbuam nnaun
nosib3oBaTesiaM l/IHd)OpMaLI,MM.

Ha npakTunke BaxXHENLWMMKN SABASIOTCA TPU acnekTa MHPOpMaLUMOHHOK 6e3o0nacHoCTu:

° AOCTYMNMHOCTb (BO3MOXHOCTb 3a pa3yMHOe BpeMs NosyuYnTb TpebyemMyto MHOPMaLMOHHYIO
ycnyry);

L] LEeNOCTHOCTb (aKTyaﬂbHOCTb M HENPOTUBOPEYNBOCTb MHCbOpMaLI.MM, ee 3alnweHHOCTb OT
pa3pyLeHns N HeCaHKLWOHNUPOBAHHOIO N3MEHEHUS);

[ ] KOHd)M,D,EHLI,VIaanOCTb (3au.u/1Ta OT HECAHKLMOHMNPOBAHHOIO I'IpOl-ITeHMﬂ).

Ha[.')YLIJEHVIFI AOCTYMHOCTU, LENOCTHOCTUN U KOH(bVI,CI,eHLI,I/IaJ'IbHOCTVI VIHd)OpMaLLVIVI MoryT 6bITb BbI3BaHbI
pPa3/INYHbIMM OMACHbIMW BO34AENCTBUSAMWN Ha MH(OPMALIMOHHbIE KOMMbIOTEPHbIE CUCTEMbI.
OCHOBHbI€e Yyrpo3bl MH(popMaLMOHHOW 6e30NacHOCTH

CoBpeMeHHas MHdOpMaLNOHHasa CUCTEMA NpeacTaBsieT cOO0M CNOXHYK CUCTEMY, COCTOSLLYIO U3
60MbLWOro Yncna KOMNOHEHTOB Pa3/IM4YHON CTEeNeHN aBTOHOMHOCTM, KOTOPble CBA3aHbl Mexay cobol u
obMeHnBaloTCA AaHHbIMU. MNMpaKTUYECKN KaxAblih KOMMNOHEHT MOXET NOABEPrHYTbCS BHELLHEMY
BO3AENCTBUIO MW BbIATU M3 cTpos. KOMNOHEHTbI aBTOMaTU3MPOBaHHON MH(OPMaLMOHHON CUCTEMDI
MOXHO pa3buTb Ha creayowmne rpynnbl:

AnnapartHbie cpeAcTBa. OTO KOMMbIOTEPLI U UX COCTaBHble YacTu (NpoLLEeCcCopbl, MOHUTOPSI,
TepMuHasbl, nepudepuinHble YCTPONCTBA — NPUHTEPbI, KOHTPO/Epbl, Kabenu, NMHUKN CBA3K U T.4.);
MNMporpammHoe obecneyeHue. 510 NpMObpeTEHHbIE NPOrpaMMbl, UCXOAHbIE, 06bEKTHbIE,
3arpy3oy4Hble MoAYNN; ONepaLMOHHbIE CUCTEMBI U CUCTEMHbIE NPOrpaMMbl (KOMAUASATOPSI,
KOMMOHOBLUMKN 1 Ap.), YTUIUTbI, ANArHOCTUYECKME NMporpaMmbl 1 T.4.;

AaHHble, XpaHMble BPEMEHHO U MOCTOAHHO, Ha AUCKax, Gn3LWKaxX, nevyaTHble, apX1Bbl, CUCTEMHbIE
XXYpHanbl n T.4.;

MNMepcoHan. MNMonb3oBaTenn, CUCTEMHbIE aAMUHUCTPATOPbI, NPOrpaMMUCTbI U Ap.

OnacHble BO3AENCTBUS Ha KOMMbIOTEPHY MH(OPMALMOHHY CUCTEMY MOXHO NoApa3Aae/nTb Ha
cny4vaiHble U NpeaHaMepeHHble. AHaNM3 OnbiTa NPOEKTUPOBAHUSA, U3rOTOBIEHMS M SKCNyaTaunm
MHMOPMALIMOHHbIX CUCTEM NMOKAa3bIBAET, YTO MH(OPMaLUs NOABEPraeTCs pa3/NUYHbIM CyYanHbIM
BO3AEMNCTBUAM Ha BCEX 3Tanax UMKAA XU3HU CUCTEMbI. [TpuynHaMmM cnyvyamHbiX BO3AENCTBUIM MpU
3KcnyaTtaumm MoryT 6biThb:

° aBapuiHble CUTyaunu U3-3a CTUXUNHBIX 6e4CTBUIA U OTKITIIOYEHWNIA SNEKTPOMNUTAHUS;
oTKasbl 1 cbon annapaTypbl;

owmnbkn B nporpaMMHoOM obecneyeHunu;

owmnbkn B paboTte nepcoHana;

MoMexun B JIMHUAX CBA3WN U3-3@ BO3AENCTBUIA BHELWHEN Cpeabl.

MpeaHaMepeHHble BO3AENCTBMA — 3TO LiefieHanpas/eHHble AeNCTBUA HapywuTens. B kayecTse
HapyLKUTeNs MOTyT BbICTyNaTb CAY>Xalluii, NOCETUTENb, KOHKYPEHT, HaeMHUK. [elCTBMUA HapywunTens
MOryT 6bITb 06YCNOB/IEHbI Pa3HbIMM MOTUBAMMU:

. HeOBOJIbCTBOM C/ly>Xallero CBOen Kapbepo;
. B3STKOW;

. No60onbITCTBOM;

. KOHKYpeHTHOM 6opbboit;

. CTpeM/IeHMeM CaMoyTBepANTbLCA Ntobon LeHOoN.

MO>HO cocTaBuTb r’MNOTeETUYECKYO MoAesIb NOTEHUMAIbHOIroO HapywunTena:

. KBanudukaumsa HapywmTens Ha ypoBHe paspaboTumka AaHHOW CUCTEMbI;

. HapyLlmTenemMm MoxeT 6biTb Kak MOCTOPOHHEE MU0, TaK M 3aKOHHbIA NONb30BaTelb CUCTEMDI;
. HapyLWMXTeNo M3BECTHa UHGOpMaLMS O NpUHUMNAX paboTbl CUCTEMBI;

. HapywwuTenb BbibupaeT Hanbonee cnaboe 3BeHO B 3alnTe.

Hanbonee pacnpocTpaHeHHbIM U MHOFOO6pasHbIM BUAOM KOMMbIOTEPHbLIX HapYLUEHWU ABASIETCS
HEeCaHKUMOHMPOBAHHBLINA A0CTYM. HecaHKUMOHWPOBaHHbIN AOCTYN UCNONb3yeT N6y OWNOKY B



CUCTEME 3aLUUTbl U BO3MOXEH NpPU HepauMoHanbHOM Bblibope CpeacTB 3almThl, UX HEKOPPEKTHOWN
YCTaHOBKE W HaCcTpOMKe.

MpoBenem knaccMbuUKaumMo KaHanoB HECAHKLMOHMPOBAHHOMO A0CTYMNa, MO KOTOPbIM MOXHO
OCYLLECTBUTb XULLUEHNE, N3MEHEHWNE NN YHUYTOXEHMNE MHPOPpMaLmmn:
Yepe3 yenoBeka:

° XULLEeHWe HocuTenen nHdbopmaunm;

. yTeHne MHGOopMaLMN C aKpaHa Wan KnaBmaTypsbl;

. yTeHne MHGOopMaLMn N3 pacrnevaTku.

Yepes nporpammy:

. nepexsaT Naposien;

. aAewndpoBka 3awmMdpoBaHHON MHOpMaUnm;

. KOnupoBaHue MHdOopMaumm ¢ HOCUTENS.

Yepes annapartypy:

. NnoAKIYeHne cneumanbHo pa3paboTaHHbIX annapaTHbIX CpeacTs, obecnevmBarLWwmx 4OCTYN K
nHdopmMaunm;

. nepexsaT NOB6OYHbIX 3/1EKTPOMArHUTHbBIX U3TYYEHMI OT annapaTypbl, JIMHUIN CBSA3M, CETEN

NEKTPONUTAHNA U T.A4.

Ocobo cneayeT OCTaHOBUTLCS Ha Yrpo3ax, KOTOpPbIM MOryT NMoABEpPraTbCs KOMMbIOTEPHbIE CETY.
OcHOBHasi 0C06eHHOCTb 11060V KOMMNBLIOTEPHOW CETU COCTOUT B TOM, YTO €€ KOMMOHEHTHI
pacnpeneneHbl B NpOCTPaHCTBE. CBS3b Mexay y3namMum CeTU OCyLLEeCTBNAETCA d’.)VI3I/I‘-IeCKVI C NOMOLWbKO
CeTeBbIX NMMHUIA M NMPOrpaMMHO C MOMOLLbIO MexaHu3Ma coobleHuii. MNMpu 3ToM ynpasnsolme
COO6LL|,€HVIF| M AaHHble, NepecbllaeMble MeXay y3naMun CeETU, NepeaarnTca B BUAE NMAKETOB obMeHa.
KoMMbOTEPHbIE CETM XapaKTEepHbl TEM, YTO MPOTMB HUX NPeanpUHUMAtOT TaK Ha3blBaeMble yaaseHHbIe
aTakKun. HaDYIJJI/ITeJ'Ib MOXET HaXoAUTbCA 3a TbICAYUM KUJTOMETPOB OT aTaKyeMoro o61:e|<Ta, npu 3TOM
HanaAeHM0 MOXET NoABEPraTbCs He TOSIbKO KOHKPETHbIN KOMMbIOTEP, HO M MHDOpMauus,
nepeaaoLlascs No CETEBbIM KaHaslaM CBSI3U.

O6ecneueHne MHpopMaLUMOHHOM 6e30MacHOCTHU

dopMumpoBaHue pexurMa nHdhopmaumnmoHHom 6e3onacHoOCTM — npobnema KoMnaekcHas. Mepbl no ee
pELUEHNI0 MOXHO NoApa3AenunTb Ha NATb YPOBHEN:
1. 3akoHogaTeNIbHbIM . DTO 3aKOHbl, HOPMATUBHbIE aKTbl, CTaHAApPTbl U T.M.

HopmaTuBHO-npaBoBas 6asa onpeaensiolas NopsaaoK 3aWwmTbl MHDOPMaLMK:

2. MopasibHO-3TH4YeCKHHA. BceBo3MOXHbIE HOPMbI MOBeAeHWSs, HecobnoaeHne KOTOpbIX BeAeT K
nageHuto npecTuxa KOHKPETHOro YenoBeKa Wu Lenon opraHmsaumu.

3. AAMMHUCTpaTHBHbIH. [eicTBus obluero xapakTepa, npeanpuHMMaeMble PyKOBOLCTBOM
opraHmsaumun. Takumm OKyMeHTaMu MoryT 6biThb:

. NnpuKas pyKoBOAMTENS O Ha3HayeHWW OTBETCTBEHHOro 3a obecneyeHne MHMOOPMaALNOHHOM
6e3onacHocTH;

. AOJDKHOCTHblE 0653aHHOCTM OTBETCTBEHHOMO 3a obecneyeHne MHGopMaLMOHHOMN
6e3onacHocTy;

. nepeyeHb 3alMLLIAEMbIX MHDOPMALMNOHHbLIX pecypcoB M 6a3 AaHHbIX;

. WHCTPYKLMIO, onNpeaensioLyo nopsaok npeaocraBieHns MHhopMaunum CTOPOHHUM

opraHmM3aumnam no nx 3anpocam, a Takxe Nno npaBaM AOCTyNna K Hel COTPYAHWKOB OpraHusauuu.
4. dusndeckmi. MexaHmyeckume, 371eKTPO- U 3NEKTPOHHO-MEXaHNUYECKNE NPENSATCTBUS Ha BO3MOXHbIX
NyTSX NPOHUKHOBEHMS MOTEHLUMANbHbIX HapyLuTenen.
5. AnnapatHo-nporpaMMHbIiA (3N1eKTPOHHbIE YCTPOMCTBA U CneumasnbHble NporpaMMbl 3alUnTbl
nHpopMauun).

[MpuHATLIE Mepbl MO CO34aHUI0 6e3onacHomn VIHd)OpMaLI,MOHHOVI CUCTEMDI B LUKONE!

. ObecneyeHa 3alWnTa KOMMNbIOTEPOB OT BHELIHUX HECAaHKLMOHMPOBAHHbLIX BO34EACTBUI
(KoMMblOTEPHbIE BUPYChI, Norndeckne 60mMbbl, aTakm XakepoB U T. 4.)

. YCTaHOBMAEH CTPOrM KOHTPOJIb 3@ 3/IEKTPOHHOM NoyTon, obecnedyeH NOCTOSAHHbINA KOHTPO/Ib 3a
BXOASILLEN U UCXOASLWEN KOPPECNOHAEHUNEN.

° YcTaHoBEHbl COOTBETCTBYOLWME Mapoam Ha nepcoHanbHble MK.

. Ncnonb3oBaHbl KOHTEHT-OUALTPLI, A8 GUAbTpauMmM CanToB NO UX COAEPKMMOMY.

EanHas COBOKYMHOCTb BCEX 3TUX Mep, HamnpaBJfieHHbIX Ha MPOTUBOAENCTBUE yrpo3aM 6e30nacHoCTu C
Lenblo CBeAEHUS K MUHUMYMY BO3MOXHOCTHU ylepba, 06pasytoT CUCTEMY 3aLLMUThI.

Cneunanunctbl, UMeloLLMe OTHOLLEHWE K CUCTEME 3alunTbl AOKHbI MOMHOCTbIO NpeAcTaBnsaTb cebe
NPUHLMNbI ee PYHKLUMOHNPOBaAHMS N B Clly4ae BO3HUKHOBEHMUS 3aTPYAHUTENbHbIX CUTYyauMii aleKkBaTHO
Ha HUX pearuvpoBaTb. Mo 3alWMTON A0MXKHA HAaXOAUTLCS BCS cucTeMa 06paboTku MHbopMaumm.

Nnua, 3aHnMalowmecsa obecnevyeHnem nHbopmMaunmoHHoN 6e30MacHOCTU, AOMKHbI HECTU JIUYHYIO
OTBETCTBEHHOCTb.



HagexHast cuctema 3awmThbl A40/HKHA 6biTb MOMHOCTLIO NPOTECTMPOBaHa M cornacoBaHa. 3awuTa
cTaHoBuTCS 6onee acphekTMBHON M rMOKOM, ecin oHa AOMNYyCKaeT U3MEHEHME CBOMX NapaMeTpoB CO
CTOPOHbI aAMUHUCTpaTOpa.

B 3aktouyeHne cBoero Aoknaga xoTenock 6bl AaTb HEKOTOPbIE peKoMeHAaunn No opraHusaumm paboTsl
B MH(POPMALMOHHOM NpoCTpaHCcTBe, YTo6bI ybepeub cebsi u cBOMX 6IM3KUX OT MHTEPHET-
NpecTyrnHMKOB.

PekoMeHpauum no opraHusauum pa6orbl B MHPOPMaLMOHHOM NMPOCTPaHCTBE

1. Nepea HayanoM paboTbl HEO6XOAUMO YETKO CHOPMYIMpPOBaTh Lieflb U BOMPOC NoMcKa MHdOopMaLMK.

2. XenaTtenbHo BblpaGOTaTb onTUManbHbIA anropuTM nNoucka VIHd)OpMaLI,VIVI B ceTu NIHTepHeT, uTo
3HAYNUTENTbHO COKPATUT BpPEMA U CUNMbI, 3aTpaY€HHbIE Ha NMOUCK.

3. 3apaHee yCTaHOBUTb BPEMEHHbIN NUMUT (2-3 yaca) paboTbl B MHDOPMaLMOHHOM MPOCTPaHCTBE
(NpocMoTp Tenenepeaaun, YTeHne, NHTepHeT).

4. Bo BpeMs paboTbl He06Xx0AMMO AenaTb nepepbiB Ha 5-10 MUHYT ANSA CHATUA (PU3NYECKOro
HanNpsXeHns 1 3puTenbHOM Harpysku.

5. Heo6xoamMo 3HaTb 3-4 ynpaxXHeHUs A1 CHATUSA 3pUTENIbHOMO HaMps XeHUs 1 pu3nyeckon
yCTanocTu.

6. PaboTtaTb B XOpOLIO NPOBETPEHHOM MOMELLEHMUN, MPU ONTUMAJSIBHOM OCBeLLeHnn 1 B yao6HOM nose.

7. He cToMT nerkombiCeHHO obpallaTbCs CO CrnaM-NucbMamMu M 3axoanTb Ha Hebe3onacHble Be6-
canTbl. NS MHTEPHET-NMPECTYNHNUKOB Bbl CTAHOBUTECH NTErKoM f06bIven.

8. Mpu perncrtpaummn B coumanbHbIX CETAX, HE YKaBbIBaVITe CBOWM NepCOHaNbHblE AAaHHbIE, HANPUMEP!
agpec nnn AeHb poXxXaeHu4d.

9. He VICI'IOJ'Ib3y17ITe B IOrMHE Unn napone nepCcoHalsibHbl€ AaHHbIE.

10. Bce 3T0 NO3BONAET MHTEPHET-NPECTYNMHUKaM MONYUYUTb AaHHbIE AOCTYMa K akKKayHTaMm
3NEKTPOHHOM NOoYThl, @ TakxXe uHdnumposatb goMawHue MK ans BkaodyeHns nx B 60T-ceTb Uau ans
noxuweHns 6aHKOBCKMX AaHHbIX poaUTENENn.

11. Co3gariTe cob6CTBEHHbI NpodUab Ha KOMMNblOTEpEe, YTO6bI 06e3onacnTb MHGOPMaLMIO,
XPaHSLLYIOCS Ha HEM.

12. He 3abbiBaiiTe, 4TO (pakTbl, O KOTOPbIX Bbl y3HaeTe B IHTEpPHETE, HYXHO OYEHb XOPOLLO
npoBepuUTb, ecnu BbibyaeTe Mcnonb3oBaTb MX B CBOENM AOoMallHen paboTe. Llenecoobpa3Ho cpaBHUTL
TPW UCTOYHMKA MHDOPMaLUK, NPeXae YeM pelmnTb, KaKMM UCTOYHMKAM MOXHO AOBEPSATDb.

13. O pocroBepHOCTM MHMOPMaLKMM, MOMELLEHHOW Ha CaliTe MOXHO CyAWUTb MO CaMOMY CalTy, y3HaB 06
aBToOpax cauTa.

14. Pazmewas nudopmaumto o cebe, cBomx 6AM3KMX M 3HAKOMbIX Ha CTpaHMUax CouManbHbIX CETEN,
cnpocuTe NpeaBapuTEsIbHO pa3pelleHne y Tex, 0 KoM byaeTt 3Ta uHdopmauus.

15. He cnepyeT pa3MewiaTtb Ha cTpaHuuax Beb-cantos ceon dotorpadum u dotorpacdunm cBomx
61M3KMX U 3HAKOMbIX, 3@ KOTOPble BaM NOTOM MOXeT 6bITb CTbIAHO.

16. Cobnopante npasuna 3TMkn npu obweHnn B NHTEepHeTe: rpybocTb npoBouMpyeT APpYyrMX Ha Takoe
Xe noeseaeHue.

17. Wcnonb3ys B cBoen paboTe Mmatepuan, B3SaTbin N3 MHPOPMALMOHHOIO UCTOYHUKA (KHUra,
nepuoamyeckas nedyatb, IHTEpHeT), cneayeT ykasaTb 3TOT UCTOYHUK MHDOPMaUUM UnM caenaTtb Ha
Hero CCbISIKy, ecnu Mmatepuan 6bi1 BaMn nepepaboTtaH.



PekomeHpayeM:

«Bbe3zonacHocTb B MUHTEepHeTe» — Kypc oT AkapeMum slHaekca

. https://stepik.org/be3onacHOCTb-B-UHTEpHETE-191/
Kypc ansa wkonbHUKoB 6—9 Knaccos, HO OH 6yAeT noneseH N poauTeNnaM, a TakxXe YUUTensm,
NIaHMpYOLWMM pacckasbiBaTb B WKoe 0 6e30MacHOM MCMNONb30BaHUN MHTEPHETa, Hanpumep, BO BpeMs
Bcepoccuiickoro ypoka no 6e3onacHoCTV B UHTEPHETe, AN NPOBOANTb YPOKU (PUHAHCOBOWN
rpamMoTHOCTU. B Kypce Tpu pasgena. Kaxxablin pa3gen COCTOUT U3 KOHCMNEeKTa A8 CaMOCTOATEIbHOMO
M3y4yeHus, BUAEO-YPOKaA M TECTa, NOMOratoLero ny4lle yCBOUTb U3yYeHHbIn MaTepuan. Mbl HageeMmcs,
YTO KYPC MOMOXET IOHbIM MOJ/1b30BaTENAM UHTEPHETA HE MOMNAacTbCs Ha YAO0YKY MOLIEHHWKOB.

. http://www.ligainternet.ru/encyclopedia-of-security/parents-and-
teachers/parents-and-teachers-detail.php?ID=3652

JNlvura 6e3onacHoro UHTepHeTa: ypokn 6e3onacHoro MHTepHeTa. 34echb Bbl HalnaéTte
pa3HoobpasHble MaTepuasbl K ypokam 6e3onacHoro MIHTepHeTa.

. http://www.saferunet.ru/
Ha caiTe «LleHTp 6e30nacHOro MHTepHeTa B Poccnmn» nonesHas MHdopmaums ans agerten,
noapOCTKOB M B3POC/bIX.

. https://mBa. document/1910260
MHTepHeT-MoweHHnYecTBO. MNMamatka MB/[ ang rpaxaaH.

° Fopsiyaga Jiunusa PoHaa [py>KecTBEHHbIN PyHeT

° depepanbHas nporpaMmMa 6e30nNacHOro 4eTckoro uHrepHera Frorynab

° UHTepHeT n neTtn. CoBeTbl N0 6€30NacHOCTU OT N1abopaTopuun Kacnepckoro
° MpaBuna 6e3onacHoi paboTbl B UHTEPHETE OT koMnaHuun Microsoft

L Ponukun no 6esonacHOMy MCroJib30BaHUIO MHTEpPHETa OT KoMnaHuu Google



https://stepik.org/%D0%91%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C-%D0%B2-%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82%D0%B5-191/
http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-and-teachers-detail.php?ID=3652
http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-and-teachers-detail.php?ID=3652
http://www.saferunet.ru/ruaoi/
https://%D0%BC%D0%B2%D0%B4.%D1%80%D1%84/document/1910260
http://detionline.com/helpline/about
http://detionline.com/helpline/about
http://detionline.com/helpline/about
http://www.friendlyrunet.ru/
http://gogul.tv/
http://www.kaspersky.ru/keeping_children_safe
https://technet.microsoft.com/ru-ru/library/cc722487.aspx
http://www.youtube.com/watch?v=3Ap1rKr0RCE

